DTS Security Incident Reporting Process

DTS provides an electronic method to report security incidents to DTS Security. All
incidents involving the following situations should be reported to DTS using this
electronic form.

Theft of loss of equipment

Unauthorized access or use of systems or equipment
Website Defacement

Disruption of Service

Exposure of confidential or sensitive data
Unauthorized system changes

Unauthorized access to restricted area(s)

Malicious Email

Phishing Attempt

In addition to reporting to DTS, employees must notify their Agency Privacy Officer or
the DHS Security Officer of the incident so that internal reviews and tracking of the
incident will occur.

Reporting Process
1) Employees should visit the DTS Service Now ticketing system at DTS Security Incident
Reporting Form or by visiting https://dts.utah.gov/security/forms and selecting the Form 512
Incident Noatification link.
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* Form 599 Penetration Test

Security Development Lifecycle Checklist (SDLC)
« [ Form 524 Full - SDLC
« 2 Form 524 SDLC for Websites

Risk Acceptance
« [ Risk Acceptance Form Guideline
« Form 525 Risk Acceptance Form

Report an Incident
* Report an Incident Guideline
« Form 512 Security Incident Notification

Request an Investigation

Delegation Rights Access
| Delegate Access Guideline
+ Form 506 Delegate Access

Forensic Investigation
* Form 505 Security Investigation Request
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2) Employees should complete all the request details in the form and then click the Submit
button at the bottom.
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Security Incident Employee needs the app..

Christopher Bramwell has bee...
>k Customer Name

* Agency

 Phone

sk Law Enforcement Notified

- None -

If Law Enforcement is notified the following two fields are required. If no, skip the next two fields.

Case Number

Agency Name

3) Employees will be redirecting to their Incident dashboard where they can see the details of
the incident they reported. Employees may visit this page during the incident review to see DTS
Security updates and questions in the comment sections. DTS Security will contact the
Employee for further information if needed.
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